
Con�guring 802-1x on LinuxAuthor: Patri
k BrunierApril 16, 2007Based on HP DV6132 Notebook (BCM4311 Wireless) running onUbuntu Feisty Fawn - 2.6.20-14-generi
 #2 SMPCopyright 
©2007 Patri
k Brunier. Permission is granted to 
opy,distribute and/or modify this do
ument under the terms of the GNUFree Do
umentation Li
ense, Version 1.2 or any later version pub-lished by the Free Software Foundation; with no Invariant Se
tions,no Front-Cover Texts, and no Ba
k-Cover Texts. A 
opy of the li-
ense is in
luded in the se
tion entitled "GNU Free Do
umentationLi
ense".

1



Change historyChange By DateCreated initial do
ument Patri
k Brunier 2007-04-16

2



Contents1 Introdu
tion 42 Basi
 networking 42.1 NdisWrapper . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 43 802-1x 53.1 WPA Suppli
ant . . . . . . . . . . . . . . . . . . . . . . . . . . . 53.2 Wi�-radar . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 64 GNU Free Do
umentation Li
ense 6

3



1 Introdu
tionThis do
ument shortly des
ribes howto setup a wireless 
onne
tion to a 802-1xnetwork. The do
ument is based on Ubuntu Feisty Fawn - 2.6.20-14-generi
 #2SMP running on a HP DV6132 Notebook (BCM4311 wireless), but may alsowork on other �avours of Linux with some modi�
ations.If you have additions and modi�
ations to this do
ument, please mail them tome. See http://www.brunier.nl for 
onta
t details.2 Basi
 networkingFirst you need to get basi
 networking running on your ma
hine. The BCM4311wireless 
hipset is not yet fully support by the BCM43XX-proje
t.http://b
m43xx.berlios.de/Therefore I did a fallba
k to NdisWrapperhttp://ndiswrapper.sour
eforge.net/2.1 NdisWrapper
• First install the NdisWrapper by typing: �apt-get install ndiswrapper-utils-1.9�
• Now use �ndiswrapper -i� to install your Windows driver into the wrapper.�ndiswrapper -i <pathtoin�le>�Make sure the sys �les are also there.
• Now you have everything setup to enable your wireless 
ard.Do a �modprobe ndiswrapper� to enable your 
ard.
• Add �ndiswrapper� to /et
/modules to make sure the ndiswrapper is loadedat every boot.Please note that ndiswrapper 
on�i
ts with the b
m43xx driver. Make sure todo a �rmmod b
m43xx� before doing the modprobe of ndiswrapper. Toprevent b
m43xx from loading at boot, add a line �bla
klist b
m43xx� to�/et
/modprobe.d/bla
klist�.
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3 802-1xAfter setting up basi
 networking we 
an pro
eed in getting 802-1x to work. Forauto-SSID dete
tion and asso
iation I use Wi�-Radar.http://wi�-radar.systemimager.org/It's a ni
e tool than 
an handle WEP out of the box, and 
an interfa
e withWPA through WPA-Suppli
ant. WPA-Suppli
ant is the software we use to
onne
t to the 802-1x network.http://hostap.epitest.�/wpa_suppli
ant/3.1 WPA Suppli
ant
• First install the WPA Suppli
ant by typing: �apt-get install wpasuppli-
ant�
• Create /et
/wpa_suppli
ant/wpa_suppli
ant.
onf and add the followinglines to it:
trl_interfa
e=/var/run/wpa_suppli
antap_s
an=2eapol_version=1network={ssid="yourssid"s
an_ssid=1key_mgmt=IEEE8021Xeap=TTLSanonymous_identity="anonymous"phase2="auth=PAP"identity="yourusername"password="yourpassword"}Please note that is tested on a 802-1x network without 
erti�
ates enabled.
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3.2 Wi�-radarSetting up Wi�-radar to let it interfa
e with WPA Suppli
ant is fairly simple.
• First install the Wi�-radar by typing: �apt-get install wi�-radar�
• Now start wi�-radar and hopefully you'll see a list of dis
overable (ssidbroad
ast enabled) networks.
• Double 
li
k your network and make sure the 
on�guration looks like this�gure:

• Now you should be able to 
onne
t �ne to the network through Wi�-radar.
• Make sure to pla
e Wi�-radar in the bootsequen
e to automati
ly pi
kthe available 
on�gured networks for you.4 GNU Free Do
umentation Li
enseVersion 1.2, November 2002Copyright 
©2000,2001,2002 Free Software Foundation, In
.51 Franklin St, Fifth Floor, Boston, MA 02110-1301 USAEveryone is permitted to 
opy and distribute verbatim 
opies of this li
ensedo
ument, but 
hanging it is not allowed.PreambleThe purpose of this Li
ense is to make a manual, textbook, or other fun
tionaland useful do
ument "free" in the sense of freedom: to assure everyone thee�e
tive freedom to 
opy and redistribute it, with or without modifying it,either 
ommer
ially or non
ommer
ially. Se
ondarily, this Li
ense preservesfor the author and publisher a way to get 
redit for their work, while not being
onsidered responsible for modi�
ations made by others.This Li
ense is a kind of "
opyleft", whi
h means that derivative works of thedo
ument must themselves be free in the same sense. It 
omplements the GNUGeneral Publi
 Li
ense, whi
h is a 
opyleft li
ense designed for free software.6



We have designed this Li
ense in order to use it for manuals for free software,be
ause free software needs free do
umentation: a free program should 
omewith manuals providing the same freedoms that the software does. But thisLi
ense is not limited to software manuals; it 
an be used for any textual work,regardless of subje
t matter or whether it is published as a printed book. Were
ommend this Li
ense prin
ipally for works whose purpose is instru
tion orreferen
e.1. APPLICABILITY AND DEFINITIONS1. APPLICABILITY AND DEFINITIONSThis Li
ense applies to any manual or other work, in any medium, that
ontains a noti
e pla
ed by the 
opyright holder saying it 
an be distributedunder the terms of this Li
ense. Su
h a noti
e grants a world-wide, royalty-freeli
ense, unlimited in duration, to use that work under the 
onditions statedherein. The "Do
ument", below, refers to any su
h manual or work. Anymember of the publi
 is a li
ensee, and is addressed as "you". You a

ept theli
ense if you 
opy, modify or distribute the work in a way requiringpermission under 
opyright law.A "Modi�ed Version" of the Do
ument means any work 
ontaining theDo
ument or a portion of it, either 
opied verbatim, or with modi�
ationsand/or translated into another language.A "Se
ondary Se
tion" is a named appendix or a front-matter se
tion ofthe Do
ument that deals ex
lusively with the relationship of the publishers orauthors of the Do
ument to the Do
ument's overall subje
t (or to relatedmatters) and 
ontains nothing that 
ould fall dire
tly within that overallsubje
t. (Thus, if the Do
ument is in part a textbook of mathemati
s, aSe
ondary Se
tion may not explain any mathemati
s.) The relationship 
ouldbe a matter of histori
al 
onne
tion with the subje
t or with related matters,or of legal, 
ommer
ial, philosophi
al, ethi
al or politi
al position regardingthem.The "Invariant Se
tions" are 
ertain Se
ondary Se
tions whose titles aredesignated, as being those of Invariant Se
tions, in the noti
e that says thatthe Do
ument is released under this Li
ense. If a se
tion does not �t the abovede�nition of Se
ondary then it is not allowed to be designated as Invariant.The Do
ument may 
ontain zero Invariant Se
tions. If the Do
ument does notidentify any Invariant Se
tions then there are none.The "Cover Texts" are 
ertain short passages of text that are listed, asFront-Cover Texts or Ba
k-Cover Texts, in the noti
e that says that theDo
ument is released under this Li
ense. A Front-Cover Text may be at most5 words, and a Ba
k-Cover Text may be at most 25 words.A "Transparent" 
opy of the Do
ument means a ma
hine-readable 
opy,represented in a format whose spe
i�
ation is available to the general publi
,that is suitable for revising the do
ument straightforwardly with generi
 texteditors or (for images 
omposed of pixels) generi
 paint programs or (for7



drawings) some widely available drawing editor, and that is suitable for inputto text formatters or for automati
 translation to a variety of formats suitablefor input to text formatters. A 
opy made in an otherwise Transparent �leformat whose markup, or absen
e of markup, has been arranged to thwart ordis
ourage subsequent modi�
ation by readers is not Transparent. An imageformat is not Transparent if used for any substantial amount of text. A 
opythat is not "Transparent" is 
alled "Opaque".Examples of suitable formats for Transparent 
opies in
lude plain ASCIIwithout markup, Texinfo input format, LATEX input format, SGML or XMLusing a publi
ly available DTD, and standard-
onforming simple HTML,PostS
ript or PDF designed for human modi�
ation. Examples of transparentimage formats in
lude PNG, XCF and JPG. Opaque formats in
ludeproprietary formats that 
an be read and edited only by proprietary wordpro
essors, SGML or XML for whi
h the DTD and/or pro
essing tools are notgenerally available, and the ma
hine-generated HTML, PostS
ript or PDFprodu
ed by some word pro
essors for output purposes only.The "Title Page" means, for a printed book, the title page itself, plus su
hfollowing pages as are needed to hold, legibly, the material this Li
enserequires to appear in the title page. For works in formats whi
h do not haveany title page as su
h, "Title Page" means the text near the most prominentappearan
e of the work's title, pre
eding the beginning of the body of the text.A se
tion "Entitled XYZ" means a named subunit of the Do
ument whosetitle either is pre
isely XYZ or 
ontains XYZ in parentheses following textthat translates XYZ in another language. (Here XYZ stands for a spe
i�
se
tion name mentioned below, su
h as "A
knowledgements","Dedi
ations", "Endorsements", or "History".) To "Preserve theTitle" of su
h a se
tion when you modify the Do
ument means that itremains a se
tion "Entitled XYZ" a

ording to this de�nition.The Do
ument may in
lude Warranty Dis
laimers next to the noti
e whi
hstates that this Li
ense applies to the Do
ument. These Warranty Dis
laimersare 
onsidered to be in
luded by referen
e in this Li
ense, but only as regardsdis
laiming warranties: any other impli
ation that these Warranty Dis
laimersmay have is void and has no e�e
t on the meaning of this Li
ense.2. VERBATIM COPYINGYou may 
opy and distribute the Do
ument in any medium, either
ommer
ially or non
ommer
ially, provided that this Li
ense, the 
opyrightnoti
es, and the li
ense noti
e saying this Li
ense applies to the Do
ument arereprodu
ed in all 
opies, and that you add no other 
onditions whatsoever tothose of this Li
ense. You may not use te
hni
al measures to obstru
t or
ontrol the reading or further 
opying of the 
opies you make or distribute.However, you may a

ept 
ompensation in ex
hange for 
opies. If youdistribute a large enough number of 
opies you must also follow the 
onditionsin se
tion 3.You may also lend 
opies, under the same 
onditions stated above, and youmay publi
ly display 
opies. 8



3. COPYING IN QUANTITYIf you publish printed 
opies (or 
opies in media that 
ommonly have printed
overs) of the Do
ument, numbering more than 100, and the Do
ument'sli
ense noti
e requires Cover Texts, you must en
lose the 
opies in 
overs that
arry, 
learly and legibly, all these Cover Texts: Front-Cover Texts on the front
over, and Ba
k-Cover Texts on the ba
k 
over. Both 
overs must also 
learlyand legibly identify you as the publisher of these 
opies. The front 
over mustpresent the full title with all words of the title equally prominent and visible.You may add other material on the 
overs in addition. Copying with 
hangeslimited to the 
overs, as long as they preserve the title of the Do
ument andsatisfy these 
onditions, 
an be treated as verbatim 
opying in other respe
ts.If the required texts for either 
over are too voluminous to �t legibly, youshould put the �rst ones listed (as many as �t reasonably) on the a
tual 
over,and 
ontinue the rest onto adja
ent pages.If you publish or distribute Opaque 
opies of the Do
ument numbering morethan 100, you must either in
lude a ma
hine-readable Transparent 
opy alongwith ea
h Opaque 
opy, or state in or with ea
h Opaque 
opy a
omputer-network lo
ation from whi
h the general network-using publi
 hasa

ess to download using publi
-standard network proto
ols a 
ompleteTransparent 
opy of the Do
ument, free of added material. If you use thelatter option, you must take reasonably prudent steps, when you begindistribution of Opaque 
opies in quantity, to ensure that this Transparent 
opywill remain thus a

essible at the stated lo
ation until at least one year afterthe last time you distribute an Opaque 
opy (dire
tly or through your agentsor retailers) of that edition to the publi
.It is requested, but not required, that you 
onta
t the authors of theDo
ument well before redistributing any large number of 
opies, to give thema 
han
e to provide you with an updated version of the Do
ument.4. MODIFICATIONSYou may 
opy and distribute a Modi�ed Version of the Do
ument under the
onditions of se
tions 2 and 3 above, provided that you release the Modi�edVersion under pre
isely this Li
ense, with the Modi�ed Version �lling the roleof the Do
ument, thus li
ensing distribution and modi�
ation of the Modi�edVersion to whoever possesses a 
opy of it. In addition, you must do thesethings in the Modi�ed Version:
• A. Use in the Title Page (and on the 
overs, if any) a title distin
t fromthat of the Do
ument, and from those of previous versions (whi
hshould, if there were any, be listed in the History se
tion of theDo
ument). You may use the same title as a previous version if theoriginal publisher of that version gives permission.
• B. List on the Title Page, as authors, one or more persons or entitiesresponsible for authorship of the modi�
ations in the Modi�ed Version,together with at least �ve of the prin
ipal authors of the Do
ument (allof its prin
ipal authors, if it has fewer than �ve), unless they release youfrom this requirement. 9



• C. State on the Title page the name of the publisher of the Modi�edVersion, as the publisher.
• D. Preserve all the 
opyright noti
es of the Do
ument.
• E. Add an appropriate 
opyright noti
e for your modi�
ations adja
entto the other 
opyright noti
es.
• F. In
lude, immediately after the 
opyright noti
es, a li
ense noti
egiving the publi
 permission to use the Modi�ed Version under the termsof this Li
ense, in the form shown in the Addendum below.
• G. Preserve in that li
ense noti
e the full lists of Invariant Se
tions andrequired Cover Texts given in the Do
ument's li
ense noti
e.
• H. In
lude an unaltered 
opy of this Li
ense.
• I. Preserve the se
tion Entitled "History", Preserve its Title, and add toit an item stating at least the title, year, new authors, and publisher ofthe Modi�ed Version as given on the Title Page. If there is no se
tionEntitled "History" in the Do
ument, 
reate one stating the title, year,authors, and publisher of the Do
ument as given on its Title Page, thenadd an item des
ribing the Modi�ed Version as stated in the previoussenten
e.
• J. Preserve the network lo
ation, if any, given in the Do
ument forpubli
 a

ess to a Transparent 
opy of the Do
ument, and likewise thenetwork lo
ations given in the Do
ument for previous versions it wasbased on. These may be pla
ed in the "History" se
tion. You may omita network lo
ation for a work that was published at least four yearsbefore the Do
ument itself, or if the original publisher of the version itrefers to gives permission.
• K. For any se
tion Entitled "A
knowledgements" or "Dedi
ations",Preserve the Title of the se
tion, and preserve in the se
tion all thesubstan
e and tone of ea
h of the 
ontributor a
knowledgements and/ordedi
ations given therein.
• L. Preserve all the Invariant Se
tions of the Do
ument, unaltered in theirtext and in their titles. Se
tion numbers or the equivalent are not
onsidered part of the se
tion titles.
• M. Delete any se
tion Entitled "Endorsements". Su
h a se
tion may notbe in
luded in the Modi�ed Version.
• N. Do not retitle any existing se
tion to be Entitled "Endorsements" orto 
on�i
t in title with any Invariant Se
tion.
• O. Preserve any Warranty Dis
laimers.If the Modi�ed Version in
ludes new front-matter se
tions or appendi
es thatqualify as Se
ondary Se
tions and 
ontain no material 
opied from theDo
ument, you may at your option designate some or all of these se
tions asinvariant. To do this, add their titles to the list of Invariant Se
tions in theModi�ed Version's li
ense noti
e. These titles must be distin
t from any otherse
tion titles. 10



You may add a se
tion Entitled "Endorsements", provided it 
ontains nothingbut endorsements of your Modi�ed Version by various parties�for example,statements of peer review or that the text has been approved by anorganization as the authoritative de�nition of a standard.You may add a passage of up to �ve words as a Front-Cover Text, and apassage of up to 25 words as a Ba
k-Cover Text, to the end of the list of CoverTexts in the Modi�ed Version. Only one passage of Front-Cover Text and oneof Ba
k-Cover Text may be added by (or through arrangements made by) anyone entity. If the Do
ument already in
ludes a 
over text for the same 
over,previously added by you or by arrangement made by the same entity you area
ting on behalf of, you may not add another; but you may repla
e the oldone, on expli
it permission from the previous publisher that added the old one.The author(s) and publisher(s) of the Do
ument do not by this Li
ense givepermission to use their names for publi
ity for or to assert or implyendorsement of any Modi�ed Version.5. COMBINING DOCUMENTSYou may 
ombine the Do
ument with other do
uments released under thisLi
ense, under the terms de�ned in se
tion 4 above for modi�ed versions,provided that you in
lude in the 
ombination all of the Invariant Se
tions ofall of the original do
uments, unmodi�ed, and list them all as InvariantSe
tions of your 
ombined work in its li
ense noti
e, and that you preserve alltheir Warranty Dis
laimers.The 
ombined work need only 
ontain one 
opy of this Li
ense, and multipleidenti
al Invariant Se
tions may be repla
ed with a single 
opy. If there aremultiple Invariant Se
tions with the same name but di�erent 
ontents, makethe title of ea
h su
h se
tion unique by adding at the end of it, in parentheses,the name of the original author or publisher of that se
tion if known, or else aunique number. Make the same adjustment to the se
tion titles in the list ofInvariant Se
tions in the li
ense noti
e of the 
ombined work.In the 
ombination, you must 
ombine any se
tions Entitled "History" in thevarious original do
uments, forming one se
tion Entitled "History"; likewise
ombine any se
tions Entitled "A
knowledgements", and any se
tions Entitled"Dedi
ations". You must delete all se
tions Entitled "Endorsements".6. COLLECTIONS OF DOCUMENTSYou may make a 
olle
tion 
onsisting of the Do
ument and other do
umentsreleased under this Li
ense, and repla
e the individual 
opies of this Li
ense inthe various do
uments with a single 
opy that is in
luded in the 
olle
tion,provided that you follow the rules of this Li
ense for verbatim 
opying of ea
hof the do
uments in all other respe
ts.You may extra
t a single do
ument from su
h a 
olle
tion, and distribute itindividually under this Li
ense, provided you insert a 
opy of this Li
ense intothe extra
ted do
ument, and follow this Li
ense in all other respe
ts regardingverbatim 
opying of that do
ument. 11



7. AGGREGATION WITH INDEPENDENT WORKSA 
ompilation of the Do
ument or its derivatives with other separate andindependent do
uments or works, in or on a volume of a storage ordistribution medium, is 
alled an "aggregate" if the 
opyright resulting fromthe 
ompilation is not used to limit the legal rights of the 
ompilation's usersbeyond what the individual works permit. When the Do
ument is in
luded inan aggregate, this Li
ense does not apply to the other works in the aggregatewhi
h are not themselves derivative works of the Do
ument.If the Cover Text requirement of se
tion 3 is appli
able to these 
opies of theDo
ument, then if the Do
ument is less than one half of the entire aggregate,the Do
ument's Cover Texts may be pla
ed on 
overs that bra
ket theDo
ument within the aggregate, or the ele
troni
 equivalent of 
overs if theDo
ument is in ele
troni
 form. Otherwise they must appear on printed 
oversthat bra
ket the whole aggregate.8. TRANSLATIONTranslation is 
onsidered a kind of modi�
ation, so you may distributetranslations of the Do
ument under the terms of se
tion 4. Repla
ingInvariant Se
tions with translations requires spe
ial permission from their
opyright holders, but you may in
lude translations of some or all InvariantSe
tions in addition to the original versions of these Invariant Se
tions. Youmay in
lude a translation of this Li
ense, and all the li
ense noti
es in theDo
ument, and any Warranty Dis
laimers, provided that you also in
lude theoriginal English version of this Li
ense and the original versions of thosenoti
es and dis
laimers. In 
ase of a disagreement between the translation andthe original version of this Li
ense or a noti
e or dis
laimer, the originalversion will prevail.If a se
tion in the Do
ument is Entitled "A
knowledgements", "Dedi
ations",or "History", the requirement (se
tion 4) to Preserve its Title (se
tion 1) willtypi
ally require 
hanging the a
tual title.9. TERMINATIONYou may not 
opy, modify, subli
ense, or distribute the Do
ument ex
ept asexpressly provided for under this Li
ense. Any other attempt to 
opy, modify,subli
ense or distribute the Do
ument is void, and will automati
allyterminate your rights under this Li
ense. However, parties who have re
eived
opies, or rights, from you under this Li
ense will not have their li
ensesterminated so long as su
h parties remain in full 
omplian
e.10. FUTURE REVISIONS OF THIS LICENSEThe Free Software Foundation may publish new, revised versions of the GNUFree Do
umentation Li
ense from time to time. Su
h new versions will besimilar in spirit to the present version, but may di�er in detail to address newproblems or 
on
erns. See http://www.gnu.org/
opyleft/.12



Ea
h version of the Li
ense is given a distinguishing version number. If theDo
ument spe
i�es that a parti
ular numbered version of this Li
ense "or anylater version" applies to it, you have the option of following the terms and
onditions either of that spe
i�ed version or of any later version that has beenpublished (not as a draft) by the Free Software Foundation. If the Do
umentdoes not spe
ify a version number of this Li
ense, you may 
hoose any versionever published (not as a draft) by the Free Software Foundation.
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